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method for extracting a secret that is shared between the sender and the receiver In order to correctly
apply the basic idea of the DBK, there is a slight change in the way that the proposal of our attack is done

and it is presented below. The modified idea of the attack is that an external observer $O_1$ sends a
message $m_1$ to the server, so as to make a change in the server and in the cloud, which is the DLT
system. To simplify the method, we assume that the cloud is a one-round-multi-pool DLT (the message

‘$m_1$’ is a dummy message), so that the server changes if and only if there is no other transaction in the
next round, as shown in Fig. \[Attack\_Model\]. ** Attack scheme:** Let $m_1$ be a message of any integer

number in the range $1\leq m_1 \leq L_1$, where $L_1$ is the number of messages in the range. The
message ‘$m_1$’ is sent to the server. Upon receiving the message, the server changes to a new value.

Let $L_2$ be the number of messages that are received by the observer before the server changes, where
$L_2 \geq L_1$. Let the observer spend $L_2$ message slots to obtain the new value from the server. The

observer notices that if $L_1=L_2$, then it cannot predict the correct new value, so as to be attacked.
Conclusion ========== *In this paper, we give a proof-of-concept analysis of a potential attack against

the Heartbleed protocol using the widely used double-layer
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